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												Products & Solutions › 
											
											
											
												Products & Solutions
											

											
												
																																																																																																																																																																																																							
															Analytics & Big Data › 

																
																																			
																			Analytics & Big Data
																			
																				
																					
																						
																							
																							
																						
																					
																				
																			
																		
																																		
																																			Analytics for business insights in a data driven world

																																	
	

	
																																									Vertica Advanced Analytics Platform 
																																											The fastest, open, infrastructure-independent, advanced analytics SQL database

																																																												
	
																																																																																																									
																					Cognitive Search & Knowledge Discovery › 

																						
																																															Cognitive Search & Knowledge Discovery
																																																																						Quickly attain key information with best-in-class cognitive search and discovery

																																													
	

	
																								
																																																			IDOL 
																																																					Securely access and analyze enterprise (and public) text, audio & video data

																																																																											


																							


																																							
	
																																																																																																																																																				
																					Security Analytics › 

																						
																																															Security Analytics
																																																																						Search and analysis to reduce the time to identify security threats

																																													
	

	
																								
																																																			ArcSight Investigate 
																																																					An intuitive hunt and investigation solution that decreases security incidents

																																																																											
	
																																																			ArcSight User Behavior Analytics 
																																																					Minimize the risk and impact of cyber attacks in real-time

																																																																											


																							


																																							
	
																																																																																																																																																				
																					IT Operations Analytics › 

																						
																																															IT Operations Analytics
																																																																						Leverage big data to optimize and make your IT processes more efficient

																																													
	

	
																								
																																																			Operations Bridge Suite 
																																																					Autonomous operations through a business lens

																																																																											
	
																																																			IT Service Management Automation Suite 
																																																					Intelligent automation for service desk, configuration, and asset management

																																																																											


																							


																																							
	
																																																																																																																																																																																															
																					Big Data Platforms › 

																						
																																															Big Data Platforms
																																																																						Open, secure, high-performance platforms to build Big Data analytics stacks

																																													
	

	
																								
																																																			ArcSight Data Platform (ADP) 
																																																					A future-ready, open platform that transforms data chaos into security insight

																																																																											
	
																																																			Vertica 
																																																					SQL analytics solution handling large amounts of data for big data analytics

																																																																											
	
																																																			Voltage SecureData for Hadoop 
																																																					High-scale protection of sensitive data at rest, in motion, and in use across systems

																																																																											


																							


																																							


																											
	
																																																																																																																																																																																																																																																																					
															Application Delivery Management › 

																
																																			
																			Application Delivery Management
																			
																				
																					
																						
																							
																							
																						
																					
																				
																			
																		
																																		
																																			Accelerate delivery, and ensure quality and security at every stage of the app lifecycle

																																	
	

	
																																																																																																																																																				
																					Project & Requirements Management › 

																						
																																															Project & Requirements Management
																																																																						Manage portfolio investments and requirements throughout the development process

																																													
	

	
																								
																																																			Project  &  Portfolio Management (PPM) 
																																																					Prioritize, deliver, and optimize portfolios that drive business success

																																																																											
	
																																																			Dimensions RM 
																																																					Requirements management solution for end-to-end traceability of processes

																																																																											


																							


																																							
	
																																																																																																																																																																																																																																																																																					
																					Application Lifecycle Management  › 

																						
																																															Application Lifecycle Management  
																																																																						Develop quality software in less time with real-time collaboration, cross-tool and cross-project visibility, and enhanced reporting

																																													
	

	
																								
																																																			ALM Octane 
																																																					Comprehensive lifecycle management solution for high-quality application delivery

																																																																											
	
																																																			ALM Software 
																																																					Unified platform for defining, managing, and automating activities and gaining insights

																																																																											
	
																																																			Quality Center 
																																																					Integrated quality management to standardize testing and fix defects

																																																																											
	
																																																			SILK Central 
																																																					Gain control across all areas of software testing, no matter your methodology.

																																																																											
	
																																																			Dimensions CM 
																																																					Change and configuration management that streamlines development to release faster

																																																																											


																							


																																							
	
																																																																																																																																																																																																																																																																																																																																																																											
																					Functional Testing › 

																						
																																															Functional Testing 
																																																																						Powerful test solutions for web, mobile, rich-client, and enterprise applications

																																													
	

	
																								
																																																			Unified Functional Testing 
																																																					Accelerate test automation and help developers and testers collaborate

																																																																											
	
																																																			StormRunner Functional 
																																																					On-demand cross-platform functional testing coupled with in-depth analytics

																																																																											
	
																																																			LeanFT 
																																																					Lightweight solution for continuous integration and testing

																																																																											
	
																																																			Mobile Center 
																																																					Real device lab that helps build an app experience from real-world insights

																																																																											
	
																																																			Silk Test 
																																																					Automated functional and regression testing for enterprise software applications

																																																																											
	
																																																			Silk WebDriver 
																																																					Record, run, and export Selenium scripts for easy web and mobile testing

																																																																											
	
																																																			Service Virtualization 
																																																					Create simulations and virtual services with pre-packaged wizards and protocols

																																																																											


																							


																																							
	
																																																																																																																																																																																																																																																																																					
																					Performance Testing › 

																						
																																															Performance Testing 
																																																																						Powerful, realistic load, stress, and performance testing at enterprise scale

																																													
	

	
																								
																																																			LoadRunner 
																																																					Generate real-life loads, and identify and diagnose problems to deploy with confidence

																																																																											
	
																																																			StormRunner Load 
																																																					Plan, run, and scale performance tests in the cloud

																																																																											
	
																																																			Performance Center 
																																																					Standardize processes, centralize resources, and build a Performance Center of Excellence

																																																																											
	
																																																			Silk Performer 
																																																					Automated software load, stress, and performance testing in an open, sharable model

																																																																											
	
																																																			Service Virtualization 
																																																					Create simulations and virtual services with pre-packaged wizards and protocols

																																																																											


																							


																																							
	
																																																																																																																																																																																																																																										
																					Application Security Testing › 

																						
																																															Application Security Testing 
																																																																						Keep your applications secure with powerful security testing

																																													
	

	
																								
																																																			Fortify Static Code Analyzer 
																																																					Identifies security vulnerabilities in software throughout  development

																																																																											
	
																																																			Fortify Webinspect 
																																																					Provides comprehensive dynamic analysis of complex web applications and services

																																																																											
	
																																																			Fortify On Demand 
																																																					Application Security as a managed service

																																																																											
	
																																																			Fortify Software Security Center 
																																																					Gain valuable insight with a centralized management repository for scan results

																																																																											


																							


																																							
	
																																																																																																																																																																																															
																					Release Management › 

																						
																																															Release Management
																																																																						Automate deployment and orchestrate application releases to speed product delivery

																																													
	

	
																								
																																																			Deployment Automation 
																																																					Connect Dev and Ops by automating the deployment pipeline and reduce feedback time

																																																																											
	
																																																			Release Control 
																																																					Centralized planning and control for the entire software release lifecycle

																																																																											
	
																																																			Hybrid Cloud Management 
																																																					DevOps-driven, multi-cloud management, orchestration, and migration

																																																																											


																							


																																							
	
																																																																																																																																																																																																																																																																																					
																					Mainframe Development › 

																						
																																															Mainframe Development 
																																																																						DevOps tools provide more efficiency and flexibility needed to meet business needs

																																													
	

	
																								
																																																			ChangeMan ZMF 
																																																					Builds packages of change artifacts to speed up mainframe application development

																																																																											
	
																																																			Enterprise Sync 
																																																					Enable faster, efficient parallel development at scale

																																																																											
	
																																																			Enterprise Developer 
																																																					A development environment that streamlines mainframe COBOL and PL/I activities

																																																																											
	
																																																			Enterprise Analyzer 
																																																					 Intelligence and analysis technology that provides insight into core processes

																																																																											
	
																																																			Verastream 
																																																					Fuel mobile apps, cloud initiatives, process automation, and more

																																																																											


																							


																																							


																											
	
																																																																																																																																																																																																							
															Application Modernization & Connectivity › 

																
																																			
																			Application Modernization & Connectivity
																			
																				
																					
																						
																							
																							
																						
																					
																				
																			
																		
																																		
																																			Modernize Core Business Systems to Drive Business Transformation

																																	
	

	
																																																																																																																																																																																																																																																																																																																																
																					COBOL › 

																						
																																															COBOL 
																																																																						Build and modernize business applications using contemporary technology

																																													
	

	
																								
																																																			Develop & Deploy › 

																											
																																																									Develop & Deploy
																																																																																					Modernize COBOL and PL/I business applications using state-of-the-art tools

																																																							
	

	
																														Visual COBOL 
																																																													Future-proof core COBOL business applications

																																																											
	
																														Extend / AcuCOBOL-GT 
																																																													Maintain and enhance ACUCOBOL-based applications

																																																											
	
																														AcuToWeb 
																																																													Deliver application access�anywhere

																																																											
	
																														NetExpress / Server Express 
																																																													Maintain and enhance COBOL systems 

																																																											
	
																														RM/COBOL 
																																																													Maintain and enhance RM/COBOL applications

																																																											


																																																	
	
																																																			Data Modernization › 

																											
																																																									Data Modernization 
																																																																																					Unlock the value of business application data

																																																							
	

	
																														Database Connectors 
																																																													Connect COBOL applications to relational database management systems

																																																											
	
																														Relativity 
																																																													Derive incremental value with real-time, relational access to COBOL data

																																																											
	
																														Acu-XDBC 
																																																													Unlock business value with real-time, relational access to ACUCOBOL data

																																																											
	
																														Acu-4GL 
																																																													Connect ACUCOBOL applications to relational database management systems

																																																											


																																																	
	
																																																			Application Analysis › 

																											
																																																									Application Analysis
																																																																																			
	

	
																														COBOL Analyzer 
																																																													Automatically understand and analyze Micro Focus COBOL applications

																																																											


																																																	
	
																																																			Agile & DevOps 
																																																					Build COBOL applications using Agile and DevOps practices

																																																																											
	
																																																			Linux, Cloud & Containers 
																																																					Deploy COBOL applications across distributed, containerized or cloud platforms 

																																																																											
	
																																																			Application Rehosting 
																																																					Modernize core business system infrastructure to support future innovation

																																																																											


																							


																																							
	
																																									Visual COBOL 
																																																												
	
																																																																																																																																																																																																																																																																																																																																																																											
																					Mainframe › 

																						
																																															Mainframe 
																																																																						Modernize IBM mainframe applications, delivery processes, access and infrastructure

																																													
	

	
																								
																																																			Plan & Manage › 

																											
																																																									Plan & Manage
																																																																																					Plan, manage and deliver Enterprise software with compliance and certainty

																																																							
	

	
																														Atlas 
																																																													Manage agile projects using a collaborative, flexible, requirements and delivery platform

																																																											
	
																														Dimensions RM 
																																																													Manage requirements with full end-to-end traceability of processes

																																																											


																																																	
	
																																																			Analyze › 

																											
																																																									Analyze
																																																																																					Understand, analyze, and extract critical mainframe COBOL application value

																																																							
	

	
																														Enterprise Analyzer 
																																																													Automatically understand and analyze IBM mainframe applications

																																																											
	
																														Enterprise View 
																																																													Capture, analyze, and measure the value, cost and risk of application portfolios

																																																											
	
																														Business Rule Manager 
																																																													Build packages of change artifacts to speed up mainframe application development

																																																											


																																																	
	
																																																			Control › 

																											
																																																									Control 
																																																																																					Manage all aspects of change for robust, automated mainframe application delivery

																																																							
	

	
																														ChangeMan ZMF 
																																																													Build and manage packages of change artifacts to speed up mainframe application development

																																																											
	
																														(ChangeMan ZMF) Client Pack 
																																																													Provide multiple change management interfaces to maintain mainframe apps

																																																											


																																																	
	
																																																			Develop › 

																											
																																																									Develop
																																																																																					Build, modernize, and extend critical IBM mainframe systems

																																																							
	

	
																														Enterprise Developer 
																																																													Build and modernize IBM mainframe COBOL and PL/I applications 

																																																											
	
																														Enterprise Sync 
																																																													Enable faster, efficient parallel development at scale

																																																											
	
																														Verastream 
																																																													Fuel mobile apps, cloud initiatives, process automation, and more

																																																											
	
																														StarTool FDM 
																																																													 Manage mainframe files for fast problem resolution

																																																											


																																																	
	
																																																			Test › 

																											
																																																									Test
																																																																																					Accelerate IBM mainframe application testing cycles with a scalable, low-cost solution

																																																							
	

	
																														Enterprise Test Server 
																																																													Easily test mainframe application changes using flexible infrastructure

																																																											
	
																														Comparex 
																																																													Compare and manage mainframe data, text, and directory files 

																																																											


																																																	
	
																																																			Release › 

																											
																																																									Release
																																																																																					Automate deployments and orchestrate the application release process to join teams

																																																							
	

	
																														Deployment Automation 
																																																													Connect Dev and Ops by automating the deployment pipeline and reduce feedback time

																																																											
	
																														Release Control 
																																																													Centralize planning and control for the entire software release lifecycle

																																																											
	
																														Solutions Business Manager 
																																																													Orchestrate and integrate processes for faster software development and delivery

																																																											
	
																														ChangeMan SSM 
																																																													Detect changes, synchronizes multiple environments, and restores failed systems

																																																											


																																																	
	
																																																			Deploy › 

																											
																																																									Deploy
																																																																																					Leverage modern Hybrid IT infrastructure to execute application workload in a fit-for-purpose model

																																																							
	

	
																														Enterprise Server 
																																																													Execute IBM mainframe COBOL and PL/I workload on Windows, Linux and the Cloud

																																																											
	
																														Enterprise Server for .NET 
																																																													Execute modernized IBM mainframe workloads under Microsoft .NET and Azure

																																																											


																																																	


																							


																																							
	
																																																																																																																																																																																															
																					Host Connectivity › 

																						
																																															Host Connectivity 
																																																																						Modernize host application access:  easier to use, easier to integrate, easier to manage, more secure

																																													
	

	
																								
																																																			Access › 

																											
																																																									Access
																																																																																					Modernize application access across desktop, web, and mobile devices

																																																							
	

	
																														Reflection 
																																																													Modernize IBM, HP, and Unix application access across desktop, web and mobile devices

																																																											
	
																														InfoConnect 
																																																													Modernize Unisys mainframe application desktop access

																																																											
	
																														Rumba 
																																																													Modernize IBM, HP, and Unix applications desktop access

																																																											
	
																														Extra!  
																																																													Automate IBM, HP and Unix application desktop access

																																																											


																																																	
	
																																																			Integrate › 

																											
																																																									Integrate
																																																																																					Bring the value of host applications to new digital platforms with no-code/low-code modernization

																																																							
	

	
																														Verastream 
																																																													Create new applications and workflows with Web services and APIs IBM, HP, and UNIX applications

																																																											
	
																														Databridge 
																																																													Fuel analytics platforms and BI applications with Unisys MCP DMSII data in real time

																																																											


																																																	
	
																																																			Secure › 

																											
																																																									Secure
																																																																																					Respond to new regulatory requirements for host application access and data protection

																																																							
	

	
																														Host Access Management & Security Server 
																																																													Centralize host access management with identity-powered access control and data security

																																																											
	
																														Reflection for Secure IT 
																																																													Modernize file transfer with security, encryption and automation, within and across the firewall

																																																											


																																																	


																							


																																							
	
																																																																																																																																																																																																																																										
																					CORBA › 

																						
																																															CORBA 
																																																																						Attain interoperability of systems across the enterprise

																																													
	

	
																								
																																																			VisiBroker 
																																																					Develop and deploy applications with a comprehensive suite of CORBA products

																																																																											
	
																																																			Orbix 
																																																					Build distributed applications at enterprise scale

																																																																											
	
																																																			Orbacus 
																																																					Develop, deploy, and support CORBA 2.6 compliant middleware in C++ or Java

																																																																											
	
																																																			OpenFusion 
																																																					Connect applications on diverse operating environments

																																																																											


																							


																																							


																											
	
																																																																																																										
															Business Continuity › 

																
																																			
																			Business Continuity
																			
																				
																					
																						
																							
																							
																						
																					
																				
																			
																		
																																		
																																			Always protected, always available�without the complexity and cost.

																																	
	

	
																																																																																																																																																																																																																																																																																																																																
																					Backup & Recovery › 

																						
																																															Backup & Recovery
																																																																						Predictive data protection across hybrid IT

																																													
	

	
																								
																																																			Adaptive Backup & Recovery Suite 
																																																					Predictive data protection solution across hybrid IT environments

																																																																											
	
																																																			Data Protector 
																																																					Enterprise backup and disaster recovery software for files, applications, and VMs

																																																																											
	
																																																			Backup Navigator 
																																																					Advanced analytics and reporting application for Data Protector environments

																																																																											
	
																																																			Connected MX 
																																																					Cloud based endpoint backup solution with file sync and share,and analytics

																																																																											
	
																																																			VM Explorer 
																																																					VM backup and replication for VMware vSphere and Microsoft Hyper-V environments

																																																																											
	
																																																			Connected Backup 
																																																					PC backup solution for data stored on end-user computers

																																																																											


																							


																																							
	
																																																																																																																																																																																																																																																																																					
																					High Availability & Disaster Recovery › 

																						
																																															High Availability & Disaster Recovery 
																																																																						Keep your business running�no matter what.

																																													
	

	
																								
																																																			Cluster Services (OES) 
																																																					Simplifies resource management on a Storage Area Network and increases availability

																																																																											
	
																																																			Business Continuity Clustering (OES) 
																																																					Protects your key business systems against downtime and disaster

																																																																											
	
																																																			PlateSpin Forge 
																																																					Provides cost-effective, all-in-one disaster recovery through a hardware appliance

																																																																											
	
																																																			PlateSpin Protect 
																																																					Disaster Recovery that uses virtual infrastructure capacity to protect servers

																																																																											
	
																																																			GroupWise Disaster Recovery (Reload)  
																																																					Backup and disaster recovery solution that ensures critical data is always available

																																																																											


																							


																																							


																											
	
																																																																																																																																									
															Collaboration › 

																
																																			
																			Collaboration
																			
																				
																					
																						
																							
																							
																						
																					
																				
																			
																		
																																		
																																			Build a productive, mobile workforce.

																																	
	

	
																																																																																																																																																																																																																																																																																																																																																																											
																					Messaging & Team Collaboration › 

																						
																																															Messaging & Team Collaboration
																																																																						Helping teams work together via email, instant messaging, and secure file sharing

																																													
	

	
																								
																																																			Enterprise Messaging 
																																																					Email, IM, chat-based teamwork, anti-virus, anti-spam, disaster recovery, and more

																																																																											
	
																																																			GroupWise 
																																																					Provides secure email, calendaring, and task management for today's mobile world

																																																																											
	
																																																			GroupWise Disaster Recovery 
																																																					Backup and disaster recovery solution that ensures critical email is always available

																																																																											
	
																																																			Secure Messaging Gateway 
																																																					Protect your network and messaging system from malware, viruses, and harmful content

																																																																											
	
																																																			Vibe 
																																																					Provides secure team collaboration with document management and workflow features

																																																																											
	
																																																			Filr 
																																																					Provides secure file access and sharing from any device

																																																																											
	
																																																			Open Workgroup Suite 
																																																					Seven essential tools to build IT infrastructures, including secure file sharing

																																																																											


																							


																																							
	
																																																																																																																																																																																																																																																																																																																																																																																																																						
																					Mobility › 

																						
																																															Mobility
																																																																						True BYOD across your entire enterprise�from mobile to mainframe

																																													
	

	
																								
																																																			Filr 
																																																					Provides secure file access and sharing from any device

																																																																											
	
																																																			Micro Focus iPrint 
																																																					Print across the enterprise and platforms from any device

																																																																											
	
																																																			ZENworks Mobile Workspace 
																																																					Enables secure access to corporate data through users� mobile devices

																																																																											
	
																																																			Mobile Management 
																																																					Secure and manage mobile devices your users want to work on�even personal devices

																																																																											
	
																																																			Access Manager 
																																																					Provides single sign-on for enterprises and federation for cloud applications

																																																																											
	
																																																			Reflection Mobile 
																																																					Run terminal emulation apps on your mobile device

																																																																											
	
																																																			Reflection ZFE 
																																																					A zero-footprint terminal emulator that provides HTML5 access to applications

																																																																											
	
																																																			Advanced Authentication 
																																																					Protect your sensitive information more securely with multi-factor authentication

																																																																											


																							


																																							
	
																																																																																																																																																																																																																																										
																					File and Print Services › 

																						
																																															File and Print Services
																																																																						Delivering critical file, storage and print services to enterprises of all sizes

																																													
	

	
																								
																																																			Open Enterprise Server 
																																																					File, print, and storage services perfect for mixed IT environments

																																																																											
	
																																																			Filr 
																																																					Provides secure file access and sharing from any device

																																																																											
	
																																																			Micro Focus iPrint 
																																																					Print across the enterprise and platforms from any device

																																																																											
	
																																																			Open Workgroup Suite 
																																																					Seven essential tools to build IT infrastructures, including secure file sharing

																																																																											


																							


																																							


																											
	
																																																																																																																																																																																																							
															Information Management & Governance › 

																
																																			
																			Information Management & Governance
																			
																				
																					
																						
																							
																							
																						
																					
																				
																			
																		
																																		
																																			Trusted, proven legal, compliance and privacy solutions 

																																	
	

	
																																																																																																																																																																																																																																																																																					
																					Information Archiving › 

																						
																																															Information Archiving 
																																																																						Consolidate and govern information for legal, compliance, and mailbox management

																																													
	

	
																								
																																																			Digital Safe 
																																																					Cloud-based, scalable archiving for regulatory, legal, and investigative needs

																																																																											
	
																																																			Retain Unified Archiving 
																																																					Archive all business communication for case assessment, search, and eDiscovery

																																																																											
	
																																																			Supervisor 
																																																					Automate employee data and communication monitoring to meet regulatory compliance and internal initiatives

																																																																											
	
																																																			Social Media Governance 
																																																					Mitigate risk across social media channels to meet regulatory compliance obligations

																																																																											
	
																																																			Investigative Analytics 
																																																					Detect communication patterns and trends to uncover the information that matters in fraud or risk events

																																																																											


																							


																																							
	
																																																																																																																																																																																															
																					Secure Content Management › 

																						
																																															Secure Content Management 
																																																																						Securely meet regulatory, privacy, and jurisdictional retention requirements

																																													
	

	
																								
																																																			Content Manager 
																																																					Policy-based governance (ECM) software to meet regulatory and privacy requirements

																																																																											
	
																																																			ControlPoint 
																																																					File analysis to discover, classify and automate policy on unstructured data

																																																																											
	
																																																			Structured Data Manager 
																																																					Structured data archiving to retire outdated applications and reduce data footprint

																																																																											


																							


																																							
	
																																																																																																									
																					eDiscovery › 

																						
																																															eDiscovery 
																																																																						Identify, lock down, analyze, and prepare data for litigation and investigations

																																													
	

	
																								
																																																			eDiscovery 
																																																					Respond to litigation and investigations quickly, accurately, & cost-effectively

																																																																											


																							


																																							
	
																																																																																																																																																																																																																																										
																					File Analysis & Management › 

																						
																																															File Analysis & Management 
																																																																						Automate data discovery, classification, and management of network file systems

																																													
	

	
																								
																																																			ControlPoint 
																																																					File analysis to discover, classify and automate policy on unstructured data

																																																																											
	
																																																			Storage Manager 
																																																					Provides automated management of file storage for users and work groups

																																																																											
	
																																																			File Reporter › 

																											
																																																									File Reporter 
																																																																																					Discover what is being stored and who has access

																																																							
	

	
																														File Dynamics 
																																																													Address the ever-changing needs of network data management

																																																											


																																																	
	
																																																			File Management Suite 
																																																					File Reporter and Storage Manager solution suite bundle

																																																																											


																							


																																							
	
																																																																																																									
																					Search & Analytics › 

																						
																																															Search & Analytics 
																																																																						Deliver information faster organization-wide with cognitive search and analytics

																																													
	

	
																								
																																																			IDOL 
																																																					Securely access and analyze enterprise (and public) text, audio & video data

																																																																											


																							


																																							


																											
	
																																																																																																																																																																																																																																																																					
															IT Operations Management › 

																
																																			
																			IT Operations Management
																			
																				
																					
																						
																							
																							
																						
																					
																				
																			
																		
																																		
																																			Accelerate your IT Operations to the speed of DevOps

																																	
	

	
																																									ITOM Platform 
																																											Containerized microservices platform built into ITOM products

																																																												
	
																																									Operations Bridge 
																																											The first containerized, autonomous monitoring solution for hybrid IT

																																																												
	
																																									Service Management Automation 
																																											Engaging end-user experience and efficient service desk based on machine learning

																																																												
	
																																									Hybrid Cloud Management 
																																											DevOps-driven, multi-cloud management and orchestration

																																																												
	
																																									Network Operations Management 
																																											Automate and manage traditional, virtual, and software-defined networks

																																																												
	
																																									Data Center Automation 
																																											Automate provisioning, patching, and compliance across the data center

																																																												
	
																																									Data Protection 
																																											Predictive data protection across hybrid IT

																																																												


																											
	
																																																																																																																																																																																																																																						
															Security › 

																
																																			
																			Security
																			
																				
																					
																						
																							
																							
																						
																					
																				
																			
																		
																																		
																																			Security at the core to everything you do; Operations, Applications, Identity and Data

																																	
	

	
																																																																																																																																																																																																																																																																																																																																																																																																																																																																																																																																																							
																					Security Operations › 

																						
																																															Security Operations 
																																																																						Detect known and unknown threats through correlation, data ingestion and analytics

																																													
	

	
																								
																																																			ArcSight Data Platform 
																																																					A future-ready, open platform that transforms data chaos into security insight

																																																																											
	
																																																			ArcSight Enterprise Security Manager (ESM) 
																																																					A comprehensive threat detection, analysis, and compliance management SIEM solution

																																																																											
	
																																																			ArcSight Investigate 
																																																					An intuitive hunt and investigation solution that decreases security incidents

																																																																											
	
																																																			ArcSight User Behavior Analytics (UBA) 
																																																					Detect unknown threats through real-time analytics

																																																																											
	
																																																			ArcSight Marketplace 
																																																					Download and deploy pre-packaged content to dramatically save time and management

																																																																											
	
																																																			Interset 
																																																					Security analytics for quick and accurate threat detection

																																																																											
	
																																																			Sentinel 
																																																					A fully-featured, adaptable solution that simplifies the day-to-day use of SIEM

																																																																											
	
																																																			Security Intelligence and Operations Consulting 
																																																					Consulting to help build and mature enterprise security operation capabilities

																																																																											
	
																																																			Secure Configuration Manager 
																																																					Finds and repairs configuration errors that lead to security breaches or downtime

																																																																											
	
																																																			Change Guardian 
																																																					Identifies and responds to unmanaged changes that could lead to security breaches

																																																																											
	
																																																			Security Solutions for IBM i 
																																																					Provides easy compliance auditing and real-time protection for IBM iSeries systems

																																																																											


																							


																																							
	
																																																																																																																																																																																																																																																																																					
																					Data Security › 

																						
																																															Data Security 
																																																																						Encryption, tokenization and key management for data de-identification and privacy

																																													
	

	
																								
																																																			Voltage SecureData Enterprise 
																																																					Format-preserving encryption, tokenization, data masking, and key management

																																																																											
	
																																																			Voltage SecureData for Payments 
																																																					Omni-channel PCI compliance and data protection for end-to-end payments security

																																																																											
	
																																																			Voltage SecureMail On-Premises 
																																																					Email, file, and Office 365 protection for PII, PHI, and Intellectual Property

																																																																											
	
																																																			Voltage SecureMail Cloud 
																																																					Saas cloud email encryption to protect information on Office 365

																																																																											
	
																																																			Reflection for Secure IT 
																																																					The full solution for secure automated file transfer management inside and across perimeters

																																																																											


																							


																																							
	
																																																																																																																																																																																																																																																																																					
																					Application Security › 

																						
																																															Application Security 
																																																																						Secure development, security testing, and continuous monitoring and protection

																																													
	

	
																								
																																																			Fortify Static Code Analyzer 
																																																					Identifies security vulnerabilities in source code early in software development

																																																																											
	
																																																			Fortify WebInspect 
																																																					Provides comprehensive dynamic analysis of complex web applications and services

																																																																											
	
																																																			Fortify Software Security Center 
																																																					Gain valuable insight with a centralized management repository for scan results

																																																																											
	
																																																			Fortify on Demand 
																																																					Manage your entire application security program from one interface

																																																																											
	
																																																			Application Defender 
																																																					Gain visibility into application abuse while protecting software from exploits

																																																																											


																							


																																							
	
																																																																																																																																																																																																																																										
																					Identity & Access Management › 

																						
																																															Identity & Access Management 
																																																																						An integrated approach to Identity and Access Management

																																													
	

	
																								
																																																			Identity Governance & Administration › 

																											
																																																									Identity Governance & Administration 
																																																																																					A comprehensive identity management and governance solution that spans across the infrastructure

																																																							
	

	
																														Identity Manager 
																																																													Delivers an intelligent identity management framework to service your enterprise

																																																											
	
																														Identity Governance 
																																																													Provides automated user access review and recertification to remain compliant

																																																											
	
																														Data Access Administration 
																																																													Extends capabilities of Identity Manager to include security control and lifecycle management policies for unstructured data

																																																											
	
																														Data Access Governance 
																																																													Extends access review capabilities of Identity Governance to include security analysis of unstructured data.

																																																											


																																																	
	
																																																			Access Management › 

																											
																																																									Access Management 
																																																																																					Consistently enforce access rights across your business environment

																																																							
	

	
																														Access Manager 
																																																													Provides single sign-on for enterprises and federation for cloud applications

																																																											
	
																														Host Access Management & Security Server 
																																																													Integrate the host with your modern security framework

																																																											
	
																														Advanced Authentication 
																																																													Move beyond username and passwords and securely protect data and applications

																																																											
	
																														Self Service Password Reset 
																																																													Enables users to reset their passwords without the help of IT

																																																											
	
																														Secure Login 
																																																													Streamlines authentication for enterprise apps with a single login experience

																																																											


																																																	
	
																																																			Privilege Management › 

																											
																																																									Privilege Management 
																																																																																					Manage and control privileged account activities for all credential-based systems

																																																							
	

	
																														Privileged Account Manager 
																																																													Enables IT administrators to work on systems without exposing credentials

																																																											
	
																														Directory & Resource Administrator 
																																																													Limits administrative privileges and restricts directory views to specific users

																																																											
	
																														Group Policy Administrator 
																																																													Edit, test and review Group Policy Object changes before implementation

																																																											
	
																														Exchange Administrator 
																																																													Provides Exchange administration that restricts privileges to specific users

																																																											
	
																														Change Guardian 
																																																													Protect critical data, reduce risk and manage change with Change Guardian

																																																											


																																																	
	
																																																			Change & Configuration Management › 

																											
																																																									Change & Configuration Management 
																																																																																					Deliver actionable and timely security intelligence

																																																							
	

	
																														Change Guardian 
																																																													Protect critical data, reduce risk and manage change with Change Guardian

																																																											
	
																														Secure Configuration Manager 
																																																													Finds and repairs configuration errors that lead to security breaches or downtime

																																																											
	
																														Security Solutions for IBM i 
																																																													Provides easy compliance auditing and real-time protection for IBM iSeries systems

																																																											


																																																	


																							


																																							
	
																																																																																																																																																				
																					Secure Messaging › 

																						
																																															Secure Messaging
																																																																						Antivirus, anti-spam, anti-malware, and network protection

																																													
	

	
																								
																																																			Secure Messaging Gateway (GWAVA) 
																																																					Protect your network and messaging system from malware, viruses, and harmful content

																																																																											
	
																																																			Voltage SecureMail 
																																																					Scalable, end-to-end encrypted email solution for desktop, cloud, and mobile

																																																																											


																							


																																							
	
																																																																																																																																																																																																																																																																																																																																																																																																																																																																	
																					Unified Endpoint Management › 

																						
																																															Unified Endpoint Management
																																																																						Ensure all devices follow standards and compliance to secure your network

																																													
	

	
																								
																																																			ZENworks Endpoint Security Management 
																																																					Delivers identity-based protection for devices and features total protection

																																																																											
	
																																																			ZENworks Full Disk Encryption 
																																																					Proactive laptop and desktop data protection to automatically lock out threats

																																																																											
	
																																																			ZENworks Patch Management 
																																																					Automates patch assessment and monitors patch compliance for security vulnerabilities

																																																																											
	
																																																			ZENworks Mobile Workspace 
																																																					Enable users to securely access data while respecting privacy and device freedom

																																																																											
	
																																																			ZENworks Configuration Management 
																																																					Provides automated endpoint management, software distribution, support, and more

																																																																											
	
																																																			Desktop Containers 
																																																					Package, test, and deploy containerized Windows apps quickly and easily

																																																																											
	
																																																			ZENworks Service Desk 
																																																					Streamlines and automates the way you provide IT services to your business

																																																																											
	
																																																			ZENworks Asset Management 
																																																					Provides reports that integrate licensing, installation and usage data

																																																																											
	
																																																			ZENworks Suite 
																																																					Seven integrated products to help track, manage and protect endpoint devices

																																																																											


																							


																																							


																											
	

	
																															
																	Market Trends ? › 
																
																
																	
																																					Market Trends ?
																																																					
	

	
																																									Enterprise DevOps 
																																											Build and deliver better software faster

																																																												
	
																																									Hybrid IT Management 
																																											Operate with agility

																																																												
	
																																									Security, Risk & Governance 
																																											Secure what matters most � identities, applications, and data

																																																												
	
																																									Predictive Analytics 
																																											Accurate predictions, actionable insights, and automated discovery

																																																												


																													
	
																															
																	Industry Solutions › 
																
																
																	
																																					Industry Solutions
																																																					
	

	
																																									Micro Focus Government Solutions 
																																																												
	
																																									Airline 
																																																												
	
																																									Financial 
																																																												
	
																																									Health & Life Sciences 
																																																												
	
																																									Healthcare 
																																																												


																													
	
																															
																	Products A-Z
																
																													


										
	
											
												Support & Services › 
											
											
											
												Support & Services
											

											
												
																																																																																																																																									
															Support › 

																
																																			Support
																																		
																																			Support experts who can diagnose and resolve issues.

																																	
	

	
																																																																																																																																																																																																																																																																																																																																																																																																																																																																	
																					Support Resources › 

																						
																																															Support Resources 
																																																																				
	

	
																								
																																																			All Support Resources by Product 
																																																																											
	
																																																			Knowledge Base 
																																																																											
	
																																																			Documentation 
																																																																											
	
																																																			Community/Forums 
																																																																											
	
																																																			Downloads 
																																																																											
	
																																																			License Keys/Product Activation 
																																																																											
	
																																																			Articles/Tips/Blogs 
																																																																											
	
																																																			Marketplace (formerly Live Network) 
																																																																											
	
																																																			Contact Support 
																																																																											


																							


																																							
	
																																																																																																																																																																																																																																																																																																																																
																					Support Plans & Policies › 

																						
																																															Support Plans & Policies
																																																																				
	

	
																								
																																																			Support Plan: Business Support 
																																																																											
	
																																																			Advanced Support: FlexCare Support 
																																																																											
	
																																																			Advanced Support: Premium Support 
																																																																											
	
																																																			Extended Support Plus 
																																																																											
	
																																																			Product Support Lifecycle (Obsolescence & Migrations) 
																																																																											
	
																																																			Customer Support Handbook 
																																																																											


																							


																																							
	
																																									Community 
																																																												


																											
	
																																																																																																																																																																																																																																																																																																																																																																																																																																																																																																																													
															Professional Services › 

																
																																			
																			Professional Services
																			
																				
																					
																						
																							
																							
																						
																					
																				
																			
																		
																																		
																																			Shape your strategy and transform your hybrid IT.

																																	
	

	
																																									Professional Services by Product 
																																																												
	
																																									Analytics and Big Data 
																																											Help you embed security throughout the IT value chain and drive collaboration between IT operations, applications, and security teams.

																																																												
	
																																									Cyber Security 
																																											Help you to react faster and gain a competitive advantage with enterprise agility.

																																																												
	
																																									DevOps 
																																											Accelerate your hybrid cloud outcomes with advisory, transformation and implementation services.

																																																												
	
																																									IT4IT Value Chain Consulting 
																																											Application management services that let you out-task solution management to experts who understand your environment.

																																																												
	
																																									Application Delivery Management 
																																											Strategic consulting services to guide your digital transformation agenda.

																																																												
	
																																									Mobile Application Lifecycle 
																																											Fully functional use-case modeling, with pre-built integrations across the Micro Focus Software portfolio, showcasing real-life use-case

																																																												
	
																																									Hybrid Cloud Management and Brokerage 
																																											Expert security intelligence services to help you quickly architect, deploy, and validate your Micro Focus security technology implementation.

																																																												
	
																																									Data Center Automation 
																																											A service integration and management service that optimizes delivery, assurance, and governance in multi-supplier settings.

																																																												
	
																																									Operations Management 
																																											Get insights from big data with real-time analytics, and search unstructured data.

																																																												
	
																																									Service Management 
																																											Get insights from big data with real-time analytics, and search unstructured data.

																																																												
	
																																									Vertica 
																																											Get insights from big data with real-time analytics, and search unstructured data.

																																																												
	
																																									Global Product Authentication 
																																											Mobile services that ensure performance and expedite time-to-market without compromising quality.

																																																												
	
																																									Managed Services 
																																											Get insights from big data with real-time analytics, and search unstructured data.

																																																												
	
																																									Model Offices 
																																											Comprehensive Big Data services to propel your enterprise forward.

																																																												


																											
	
																																																																																																																																																																																																																																																																																																																																			
															Education & Training › 

																
																																			Education & Training
																																		
																																			Give your team the power to make your business perform to its fullest

																																	
	

	
																																									Training by Product 
																																																												
	
																																									Adoption Readiness Tool (ART) 
																																																												
	
																																									On-demand Training 
																																																												
	
																																									Digital Learning 
																																																												
	
																																									Certification 
																																																												
	
																																																																																																																																																				
																					Partners/Instructors › 
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Reflection for the Multi-Host Enterprise Professional Edition version 14.x  
Situation
 The Reflection Windows-based products version 14.1 Service Pack 3 
(SP3) is available to maintained users who already have 14.1 installed 
and to customers who have downloaded and installed the version 14.1 
evaluation package. This technical note provides information about how 
to obtain your service pack and a list of features and fixes included in
 the service pack. Service Pack 3 is cumulative and also applies the 
features and fixes listed below for earlier service packs.


		Reflection 14.1 SP3 Update 1 released April 2014; see KB 7021738 for release notes.
	
		For a list of features originally included Reflection 14.1, see KB 7021727.
	
		For recommendations when upgrading to Reflection 14.1, see KB 7021730. 
	
		For important information regarding security updates and Reflection, see https://support.microfocus.com/security/.[bookmark: Before_you_apply_the_service_pack_note_the_following_]

  
Resolution
 Before you apply the service pack, note the following: 
		This document references a Reflection service pack. 
Service packs are available to licensed Attachmate customers with 
current maintenance plans for these products. For information about 
logins and accessing the Download Library, see KB 7021965. 
	
		If you have installed (or plan to install) 
Reflection Administrator's Toolkit, you must upgrade to the latest 
version of the Toolkit whenever you upgrade Reflection. The Reflection 
Administrator's Toolkit features may not work correctly if you are 
running a version of Reflection that is newer than your Toolkit version.
 The latest version of Reflection Administrator's Toolkit is available 
from Attachmate Downloads, download.attachmate.com.
	
		Removing Reflection software packages (version 
9.0 or higher) will result in your users losing settings information for
 those components that store this information in the registry. This 
affects Reflection X, Reflection Windows-based products, and the FTP 
client. To save these settings, refer to KB 7021647, Saving Customized Settings Before Uninstalling Reflection. 


This technical note includes the following sections:
Obtaining the Service Pack
Supported Platforms
New Features and What's Fixed in 14.1 SP3
New Features and What's Fixed in 14.1 SP2
New Features and What's Fixed in 14.1 SP1

[bookmark: Obtaining_the_Service_Pack]Obtaining the Service Pack
The latest Reflection 14.1 Service Pack is available from Attachmate Downloads, download.attachmate.com, and applies to version 14.1 of the following products:

	Reflection for HP with NS/VT
Reflection for UNIX and OpenVMS (includes Reflection for ReGIS Graphics)
Reflection for IBM
Reflection for the Multi-Host Enterprise, Professional Edition
Reflection for the Multi-Host Enterprise, Standard Edition
Reflection X
Reflection Suite for X


If you have the 64-bit components of Reflection X version 14.1 installed, you must apply the 64-bit service pack. 
Note: If you have more than one Reflection product installed on a workstation, applying this service pack will update all
 products at the same time. (It is not possible to run multiple versions
 of Reflection Windows-based products on the same workstation.)
For information about applying or uninstalling a service pack, see the following technical notes:
	How to apply a service pack to a workstation installation of Reflection 
	KB 7021752

	How to apply a service pack to an administrative installation of Reflection 
	KB 7021753


[bookmark: Supported_Platforms]Supported Platforms
For information about platform support in Reflection, see KB 7021763.
[bookmark: New_Features_and_Whats_Fixed_in_14.1_SP3]New Features and What's Fixed in 14.1 SP3
Beginning with version 14.1 Service Pack 3, Reflection is supported on Windows 8.
The following additional new features and fixes are also included in the Reflection 14.1 Service Pack 3. 
[bookmark: Reflection_for_IBM_14.1_SP3]Reflection for IBM 14.1 SP3
[bookmark: New_Feature]New Feature
		SSL/TLS connections now support TLS version 1.2.


[bookmark: Resolved_Issues]Resolved Issues
		AS/400 uploads no longer fail with the error "The 
width of a numeric field in the input file does not match the field size
 on the host." This issue was seen when uploading a file without 
including fields when the host field is defined with 4 decimal 
positions.
	
		In 5250 sessions, the Transfer in Progress dialog
 box now displays the actual record count as it did in earlier versions 
of Reflection. Record counts are now abbreviated only if they exceed 
999999.
	
		Display and response speeds have been improved. 
	
		The cursor is now correctly displayed in the next screen after activating a hotspot
	
		Resolves a problem that caused 3270 TELNET or SSL
 sessions to disconnect intermittently when TIMING MARK commands sent 
from the Host did not get a response. 
	
		This release includes a fix for a potential 
OpenSSL ASN1 BIO denial of service vulnerability reported in 
CVE-2012-2110. See https://support.microfocus.com/security/ for details.


[bookmark: Reflection_for_HP_14.1_SP3]Reflection for HP 14.1 SP3
[bookmark: Reflection_for_UNIX_and_OpenVMS_14.1_SP3]Reflection for UNIX and OpenVMS 14.1 SP3
[bookmark: Reflection_for_ReGIS_Graphics_14.1_SP3]Reflection for ReGIS Graphics 14.1 SP3
Reflection 14.1 SP3 also includes New Features and Resolved Issues in Secure Shell Updates 14.1 SP3.
[bookmark: New_Features]New Features
		SSL/TLS connections now support TLS version 1.2. 


[bookmark: Resolved_Issues]Resolved Issues
		The Show Host Files button in the File Transfer dialog
 box is now displayed correctly on Windows 7 when classic mode is 
enabled.
	
		Reflection now installs an updated version of one
 of the Visual Basic software library files (Vbe6.dll version 
6.5.10.54). This updated file addresses a security vulnerability 
described in MS12-046.
	
		Reflection no longer shuts down unexpectedly when
 displaying the content of a Japanese UTF-8 file which has long lines 
without line wrapping.
	
		The autowrap feature now handles double-byte characters correctly.
	
		Reflection no longer shuts down unexpectedly when
 a macro uses the RemoveEvent method to remove events that have been 
defined using DefineEvent but have not been triggered.
	
		Reflection now correctly retains a window size that stretches over dual monitors.
	
		In the File Transfer dialog box, under Local 
directories, there is no longer a long delay when expanding folders on 
mapped drives. 
	
		This release includes a fix for a potential 
OpenSSL ASN1 BIO denial of service vulnerability reported in 
CVE-2012-2110. See https://support.microfocus.com/security/ for details.


[bookmark: Reflection_X_14.1_SP3]Reflection X 14.1 SP3
Starting with version 14.1 SP3, Low Bandwidth X (LBX) is no longer supported.
Reflection X 14.1 SP3 also includes New Features and Resolved Issues in Secure Shell Updates 14.1 SP3.
[bookmark: Resolved_Issues]Resolved Issues
		Multiple fixes and improvements to GLX/OpenGL support.
	
		Fixes a problem that caused some graphics to be invisible until the mouse is dragged into the missing image area.
	
		Fixes a problem with the display of characters in the title bar of an SAS X client when running in a Japanese Windows system.
	
		Entering special characters using AltGr now works as expected.
	
		Moving an OpenWindows X client no longer leaves remnants of previous window positions on the Windows desktop.


[bookmark: Reflection_FTP_Client_14.1_SP3]Reflection FTP Client 14.1 SP3
Reflection FTP Client 14.1 SP3 also includes New Features and Resolved Issues in Secure Shell Updates 14.1 SP3.
[bookmark: New_Features]New Features
		The file owner is now included in the Server pane 
display when you configure a detailed display (View > Server Pane(s) 
> Details).
	
		The FTP Client now supports a new server type to 
support NonStop connections. In the Site Properties dialog box, for 
Server Type, select "NonStop (Guardian API)."
	
		SSL/TLS connections now support TLS version 1.2.


[bookmark: Resolved_Issues]Resolved Issues
		Improved transfer speed for large files.
	
		File names containing a semicolon are no longer truncated after a drag-and-drop download.
	
		The FTP Client no longer closes unexpectedly 
during some file downloads when "Use structured listing data" is enabled
 on the Secure Shell tab of the Security Properties dialog box.


[bookmark: Secure_Shell_Updates_14.1_SP3]Secure Shell Updates 14.1 SP3
[bookmark: New_Features]New Features
		Secure Shell connections now support SHA256. Support 
for this newer, more secure algorithm is configured by default. You can 
view and edit settings in the Encryption tab of the Reflection Secure 
Shell Settings dialog box or modify settings using config file keywords.
 The updates made for this support include changes to:
		Hashed message authentication codes (HMAC)




Encryption tab: When "SHA256" and "SHA512" are selected, the client 
now sends additional values during the key exchange to support newer 
OpenSSH servers. 
New Macs keyword values: hmac-sha2-256, hmac-sha2-512



		Signature algorithms


Encryption tab: The RSA signature list now includes "SHA256."
New x509rsasigtype keyword value: sha256



		Key exchange algorithms 


Encryption tab: The Key Exchange Algorithms list now includes "DH Group Ex SHA 256."
New HostKeyAlgorithms keyword values: x509v3-rsa2048-sha256, ssh-rsa-sha2-256@attachmate.com


		The scp command line utility supports a new switch 
(-z) for downloading files from Windows servers. By default filename 
matches are case-sensitive for all downloads. When you use the -z 
option, downloads that include wildcards in the server filename 
specification are not case-sensitive.
	
		The Reflection Key Agent menu includes a new 
option, "Use Only SHA1 Signatures." When this option is enabled (the 
default), the agent uses only SHA1 Signatures. To enable support for 
SHA256 signatures, uncheck this menu option. Note: Agent forwarding to 
some servers may not be supported when this option is unchecked because 
of the length of the reply to the server list request.
	
		Starting with Service Pack 3, you must explicitly
 set the RSA signature type to MD5 to connect to older servers that 
don't support SHA1. Previously the client automatically changed the 
signature type from SHA1 to MD5 when connecting to version 2.1 to 2.4 
(inclusive) servers. Because MD5 is now considered insecure, the client 
no longer makes this change automatically. This update may cause a 
connection failure if your current signature setting is SHA1 (the 
default). To connect to servers that don't support SHA1, use the 
Encryption tab of the Secure Shell Settings dialog box to change the RSA
 signature type to MD5.


[bookmark: Resolved_Issues]Resolved Issues
		The public key upload utility now correctly handles key uploads to both ODS-2 and ODS-5 Disk Structures on OpenVMS servers.
	
		This service pack resolves an issue that caused 
certificate validation to fail intermittently with certificates 
configured to use OCSP without using NextUpdate.
	
		This release includes a fix for a potential 
OpenSSL ASN1 BIO denial of service vulnerability reported in 
CVE-2012-2110. See https://support.microfocus.com/security/ for details.


[bookmark: New_Features_and_Whats_Fixed_in_14.1_SP2]New Features and What's Fixed in 14.1 SP2
The following new features and fixes are included in the Reflection 
14.1 Service Pack 2. To view features and fixes relevant to the 
Reflection product you are using or evaluating, scroll to the 
appropriate product name below or use these quick reference links:
[bookmark: Reflection_for_IBM_14.1_SP2]Reflection for IBM 14.1 SP2
Reflection for IBM 14.1 SP2 includes resolved issues.
[bookmark: Resolved_Issues]Resolved Issues
		CopyPS when called immediately following a session connection no longer returns previous screen data.
	
		Reflection no longer uses incorrect fonts with 5250 printer emulation on Windows 7.
	
		The local file list is now correctly updated when you open a saved *.mto file.
	
		Improved cursor response.
	
		Reflection no longer closes unexpectedly when "Print to file" is configured and "If file exists" is set to Autonumber.
	
		Changing the format from Japanese to English in 
Regional and Language Options no longer causes character corruption in 
the transfer window.
	
		AS/400 transfer now successfully handles transfer
 in which the number of digits after the decimal dot in a transferred 
file is less than the field size defined on the host.
	
		Reflection no longer becomes unresponsive when you connect to the ibm3270 simulation file.
	
		Reflection no longer becomes unresponsive when 
you change the "Response mode" setting from the Advanced 3270 Telnet 
Extended dialog box (Connection > Session Setup > Transport = 
Telnet Extended > Advanced).
	
		The AES_128 cipher TLS_RSA_WITH_AES_128_CBC_SHA is now an allowed cipher for TLS connections in FIPS mode.
	
		Security fix for CVE-2011-4576: SSL 3.0 block 
cipher padding initialization vulnerability. For additional information,
 see https://support.microfocus.com/security/, "Security Updates and Reflection."


[bookmark: Reflection_for_HP_14.1_SP2]Reflection for HP 14.1 SP2
[bookmark: Reflection_for_UNIX_and_OpenVMS_14.1_SP2]Reflection for UNIX and OpenVMS 14.1 SP2
[bookmark: Reflection_for_ReGIS_Graphics_14.1_SP2]Reflection for ReGIS Graphics 14.1 SP2
Reflection for HP, Reflection for UNIX and OpenVMS, and Reflection 
for ReGIS Graphics 14.1 SP2 include new features and resolved issues.
[bookmark: New_Features]New Features
		Reflection Secure Shell connections now support SHA256
 digital signatures. You can configure this setting from the Encryption 
tab of the Reflection Secure Shell Settings dialog box, or by setting 
the x509rsasigtype keyword to sha256.


[bookmark: Resolved_Issues_]Resolved Issues 
		When the OpenVMS server denies a Telnet connection 
from a specific IP address, Reflection now displays the message 
"<Your 'TELNET' connection has terminated>".
	
		The AES_128 cipher TLS_RSA_WITH_AES_128_CBC_SHA is now an allowed cipher for TLS connections in FIPS mode.
	
		When the Terminal Type is XTERM, and the "Backspace sends" set to Delete, Reflection now saves this setting correctly.
	
		Security fix for CVE-2011-4576: SSL 3.0 block 
cipher padding initialization vulnerability. . For additional 
information, see https://support.microfocus.com/security/, "Security Updates and Reflection."


Reflection 14.1 SP2 also includes Resolved Secure Shell Issues 14.1 SP2.
[bookmark: Reflection_X_14.1_SP2]Reflection X 14.1 SP2
Reflection X 14.1 SP2 includes new features and resolved issues.
[bookmark: New_Features]New Features
		Reflection X now supports user-based authentication 
for X client connections from localhost. Use this feature to ensure that
 an X client that is run locally, or through an SSH tunnel, is not given
 full access to the server. To configure this:



		Enable user-based security (Settings > Security > User-based security).
	
		Enable access control for local clients (Setting > View Settings > Enable access control for local clients = 1). 


After you have made these changes, the Reflection X server will not 
allow a client connection unless the authorization string in the 
connection request matches one in the local .Xauthority file (RXAUTH).

		Reflection X now supports the EXT_blend_logic_op extension.


Reflection 14.1 SP2 also includes New Secure Shell Features 14.1 SP2.
[bookmark: Resolved_Issues]Resolved Issues
		The Shift key no longer becomes stuck (acting as if it
 is pressed when it is not) when a computer-generated sequence of 
keystrokes includes a shifted key followed by certain function keys. 
This fix supports use by speech recognition software that send sequences
 of shifted and unshifted arrows.
	
		The X root window now displays at the chosen size
 without displaying scroll bars when X terminal desktop is enabled, the X
 root window has been manually resized, and panning is disabled.
	
		Reflection X now reads the profile definition file, rx.ini from these documented locations: 


%ALLUSERSPROFILE%\Application Data\Attachmate\Reflection\X
%USERPROFILE%\Application Data\Attachmate\Reflection\X 

		You can now manually edit the IP address field. (Settings > Network > IP Macro Expansion > IP)
	
		The mouse cursor now displays correctly on the X client window when Windows is set to a color depth of less than 32 bits.
	
		Reflection X no longer displays an error message (RX2158) when you unlock a PC screen saver with a password.
	
		Reflection X now treats single row Japanese fonts
 as if they are composed of single byte characters. This resolves a 
problem that caused the client to disconnect from Reflection X upon 
opening a submenu in Kanji.
	
		Panning no longer causes screen display errors when the virtual screen sizes is set larger than the physical monitor size.
	
		Fix for a problem that caused some areas to be intermittently filled with lines while zooming.
	
		Command lines that launch Reflection X with the X
 manager minimized no longer fail with an application error. This 
resolves an issue that was introduced in 14.1 SP1.


Reflection 14.1 SP2 also includes Resolved Secure Shell Issues 14.1 SP2.
[bookmark: Reflection_FTP_Client_14.1_SP2]Reflection FTP Client 14.1 SP2
Reflection FTP Client 14.1 SP2 includes new features and resolved issues.
[bookmark: New_Features]New Features
		The Site Properties information tab now includes SSL 
and SSH security information when you are connected to a host using 
either of those protocols.


Reflection 14.1 SP2 also includes New Secure Shell Features 14.1 SP2.
[bookmark: Resolved_Issues]Resolved Issues
		Connections made through the Reflection for the Web security proxy will now reliably open the data channel.
	
		The FTP Client no longer closes with an 
application error when you have installed software that creates a custom
 right-click context menu. This problem was seen when the Workshare 
Compare component of Workshare Professional is installed on the user 
computer.
	
		Site names with Japanese characters are now saved
 correctly in the FTP Client settings file, and are displayed correctly 
in the Connect to FTP Site dialog box.
	
		The LastError property of the FTP Client API is now set appropriately when a transfer is interrupted by a network failure.
	
		Security fix for CVE-2011-4576: SSL 3.0 block 
cipher padding initialization vulnerability. . For additional 
information, see https://support.microfocus.com/security/, "Security Updates and Reflection."
	
		Security fix for a heap overflow vulnerability in the FTP Client. For additional information, see https://support.microfocus.com/security/, "Security Updates and Reflection."


Reflection 14.1 SP2 also includes Resolved Secure Shell Issues 14.1 SP2.
[bookmark: Secure_Shell_Updates]Secure Shell Updates
The following Secure Shell updates apply to these Reflection applications:

	Reflection for HP
Reflection for UNIX and OpenVMS
Reflection for ReGIS Graphics
Reflection X
Reflection FTP Client

[bookmark: New_Secure_Shell_Features_14.1_SP2]New Secure Shell Features 14.1 SP2
		Reflection Secure Shell now supports SHA256 digital 
signatures. You can configure this setting from the Encryption tab of 
the Reflection Secure Shell Settings dialog box, or by setting the 
x509rsasigtype keyword to sha256.


[bookmark: Resolved_Secure_Shell_Issues_14.1_SP2]Resolved Secure Shell Issues 14.1 SP2
		Reflection Key Agent Manager no longer closes with an 
application error when you import a certificate from the Windows 
certificate store (File > Import Certificate from System Store).
	
		Secure Shell connections no longer fail because 
Reflection could not create a .pki folder in the My Documents folder 
when it has been redirected to a network share. This folder is now 
created correctly.
	
		Agent forwarding now works correctly when authentication uses the public key from a smart card.
	
		The ssh -t switch now allows ssh to be used interactively.


[bookmark: New_Features_and_Whats_Fixed_in_14.1_SP1]New Features and What's Fixed in 14.1 SP1
The following new features and fixes are included in the Reflection 
14.1 Service Pack 1. To view features and fixes relevant to the 
Reflection product you are using or evaluating, scroll to the 
appropriate product name below or use these quick reference links:
[bookmark: Reflection_for_IBM_14.1_SP1]Reflection for IBM 14.1 SP1
Reflection for IBM 14.1 SP1 includes new features and resolved issues.
[bookmark: New_Features]New Features
		A new Undo command is now available from the Edit menu for use with Reflection editing operations. 
	
		A new setting is available to control how 
Reflection handles pasted text when the text is longer than the current 
field. To configure the setting, use View Settings > Paste Wrap Down.
 If this setting is No, text is wrapped to the next input field on the 
screen; if it is Yes, text is wrapped to the next input field directly 
below the current field. This option is effective only if "Wrap text to 
next line" is enabled and "Mask protected fields" is not. Paste behavior
 is also affected by the current value of the "Use field delimiters" 
setting.
	
		You can now specify which certificate to use for 
client authentication in SSL/TLS connections. To configure this, open 
the Security Properties dialog box, enable "Use SSL/TLS security," and 
click Configure PKI. Under Client Authentication, select "Use selected 
certificate for authentication," then click Select.


[bookmark: Resolved_Issues]Resolved Issues
		Fix for a problem in Japanese 3270 terminal sessions that caused the screen to flicker after a key press.
	
		Pasting large amounts of data to a terminal session no longer causes Reflection to close with an application error. 
	
		Restore correct STRPCCMD functionality. (This corrects a problem that was introduced in 14.0 SP2.)
	
		SO/SI characters are now handled correctly in copy and paste operations in 3270 terminal sessions.
	
		The Reflection process (R8win.exe) is now 
correctly released from memory after a Save action is done from a 
Reflection session that has a Visual Basic reference to another 
Reflection settings file (*.rsf).
	
		Fix for character display problems in 3270 terminal sessions configured for Japanese DBCS.
	
		Reflection no longer requires a case-sensitive 
match between the host name and the certificate Subject Alternate Name 
in SSL/TLS connections configured with "Certificate host name must match
 host being contacted" enabled.
	
		HLLAPI function 6 (SearchPS) will now find a string that spans more than one field.
	
		Fix for intermittent FTP file transfer fails with "...connection cannot be established..." while actually downloading the file.
	
		In Japanese sessions, special characters entered in the Answerback string field are now properly retained. 


[bookmark: Reflection_for_HP_14.1_SP1]Reflection for HP 14.1 SP1
[bookmark: Reflection_for_UNIX_and_OpenVMS_14.1_SP1]Reflection for UNIX and OpenVMS 14.1 SP1
[bookmark: Reflection_for_ReGIS_Graphics_14.1_SP1]Reflection for ReGIS Graphics 14.1 SP1
Reflection for HP, Reflection for UNIX and OpenVMS, and Reflection 
for ReGIS Graphics 14.1 SP1 include new features and resolved issues.
[bookmark: New_Features]New Features
		You can now specify which certificate to use for 
client authentication in SSL/TLS connections. To configure this, open 
the Security Properties dialog box, enable "Use SSL/TLS security," and 
click Configure PKI. Under Client Authentication, select "Use selected 
certificate for authentication," then click Select.


Reflection 14.1 SP1 also includes New Secure Shell Features 14.1 SP1.
[bookmark: Resolved_Issues_]Resolved Issues 
		Reflection no longer closes with an application error if an attempt to configure a modem is made and no modem is available.
	
		Reflection no longer closes with an application error on disconnect from SSL or SSH connections configured to use CRLs.
	
		Fix for an error that reported “missing or 
invalid provider DLL. Device not in reader” while configuring PKCS# 11 
when running 32-bit Reflection on 64-bit Windows 7.
	
		Fix for a buffer overflow vulnerability in the Reflection ActiveX Control ‘ControlID’ buffer.
	
		Changing the host character set no longer affects
 the control sequences that Reflection sends to the host. This fixes a 
problem that prevented use of the Page Up and Page Down keys when 
Reflection is configured to use the DEC 1983 Kanji character set.
	
		Because Visual Basic for Applications is not 
supported on 64-bit systems, the Connection Wizard and the Reflection 
terminal window running no longer include options for recording macros 
when running on 64-bit systems.
	
		Fix for a problem where typed characters sometimes appeared very slowly in the terminal window in SSL sessions.
	
		Reflection no longer requires a case-sensitive 
match between the host name and the certificate Subject Alternate Name 
in SSL/TLS connections configured with "Certificate host name must match
 host being contacted" enabled.
	
		VT ReGIS graphic objects that are shaded by using text characters now display correctly. 


Reflection 14.1 SP1 also includes Resolved Secure Shell Issues 14.1 SP1.
[bookmark: Reflection_X_14.1_SP1]Reflection X 14.1 SP1
Reflection X 14.1 SP1 includes new features and resolved issues.
[bookmark: New_Features]New Features
		The Network Settings options for configuring IP macro 
expansion have been updated. For specifying a specific IP address, 
Reflection now detects all available IPv4 and IPv6 interfaces and 
displays a drop-down list of available options.
	
		Converted trace files now include Windows message names and time of day.
	
		The log file now shows starting and stopping times of Rx.exe. 
	
		Negative display coordinates are now supported.
	
		A new setting is available to configure what 
happens to an existing log file when Reflection X is restarted. To 
configure this setting, go to View Settings > Append to an existing 
log file. When this setting is No (the default), the existing log file 
is replaced by a new log. When it is Yes, new log information is 
appended to the existing file.


Reflection 14.1 SP1 also includes New Secure Shell Features 14.1 SP1.
[bookmark: Resolved_Issues]Resolved Issues
		Taskbar icons for minimized CDE host applications now disappear as expected.
	
		Arabic (iso8859-6) is now included in the list of available Windows fonts.
	
		The Reflection X Manager icon now remains in the System Tray after Windows Explorer (explorer.exe) is restarted.
	
		The Solaris XDMCP login screen now returns to view after the language option has changed.
	
		The Reflection X Profiler no longer closes with 
an application error when X terminal desktop is selected under Window 
Manager Settings and X Screen settings are also modified. 
	
		ILOG pop-up windows now show correct window 
decoration (display of the title bar, close button, window border, etc.)
 This fixes a problem seen when running an X application called Quartus 
II.
	
		Fix for a problem that caused some characters to appear backwards (flipped sideways) when RENDER is enabled.
	
		Fix for display problems with the Host Key Authenticity dialog box. 
	
		When Reflection Window Manager is enabled, the second X client window you open no longer displays behind the X Manager window. 
	
		Motif X client windows no longer lose focus or move to the background as the result of user actions in pop-up windows.
	
		Error messages problems have been corrected for errors RX2158 and RX2159.
	
		Fix for a problem that caused Shift to remain in 
effect even when the Shift key is not pressed. This problem occurred 
when a computer-generated sequence of keystrokes (for example from 
autokey, sendkeys, or a voice recognizer) included a shifted key 
followed by certain "function" keys like home, end, insert.


Reflection 14.1 SP1 also includes Resolved Secure Shell Issues 14.1 SP1.
[bookmark: Reflection_FTP_Client_14.1_SP1]Reflection FTP Client 14.1 SP1
Reflection FTP Client 14.1 SP1 includes new features and resolved issues.
[bookmark: New_Features]New Features
		SFTP transfers now support SFTP version 4. This change
 provides UTF-8 character support. A new keyword, SftpVersion, is 
available to configure which version is used. Valid values are 3 and 4. 
When this setting is 4 (the default), the connection uses SFTP version 4
 if the server supports it, and drops to version 3 if the server doesn’t
 support version 4. If this setting is 3, the client always uses SFTP 
version 3.
	
		You can now configure default permissions for 
directories created by the client. To configure a global default, use 
Tools > Options > Directory Attributes > Set default directory 
attributes on creation. To see a confirmation dialog before a new 
directory is created, open the site Properties dialog box and use 
Directories > Show attributes before creating directory. 
	
		The FTP Client now supports connections to 
Sterling Connect servers. To configure connections to these servers, 
open the site Properties dialog box and set "Server type" to "Auto 
detect" the default) or "Sterling Connect."
	
		The FTP Client API includes a new SSHConfigDir 
property for specifying the folder used for storing the Secure Shell 
config file, known host keys, and user keys. This property is only 
relevant when UseSSH is True.
	
		You can now specify which certificate to use for 
client authentication in SSL/TLS connections. To configure this, open 
the Security Properties dialog box, enable "Use SSL/TLS security," and 
click Configure PKI. Under Client Authentication, select "Use selected 
certificate for authentication," then click Select.


Reflection 14.1 SP1 also includes New Secure Shell Features 14.1 SP1.
[bookmark: Resolved_Issues]Resolved Issues
		The client now consistently saves passwords when "Save my password as obfuscated text" is enabled.
	
		Large SFTP file downloads that are interrupted by
 a network failure no longer cause the client to shut down with an 
rftpc.exe Application Error.


Reflection 14.1 SP1 also includes Resolved Secure Shell Issues 14.1 SP1.
[bookmark: Secure_Shell_Updates_14.1_SP1]Secure Shell Updates 14.1 SP1
The following Secure Shell updates apply to these Reflection applications:

	Reflection for HP
Reflection for UNIX and OpenVMS
Reflection for ReGIS Graphics
Reflection X
Reflection FTP Client

[bookmark: New_Secure_Shell_Features_14.1_SP1]New Secure Shell Features 14.1 SP1
		SFTP transfers now support SFTP version 4. This change
 provides UTF-8 character support. A new keyword, SftpVersion, is 
available to configure which version is used. Valid values are 3 and 4. 
When this setting is 4 (the default), the connection uses SFTP version 4
 if the server supports it, and drops to version 3 if the server doesn’t
 support version 4. If this setting is 3, the client always uses SFTP 
version 3.
	
		You can now configure the client to automatically
 add keys used for authentication to the Key Agent. To configure this in
 the Secure Shell settings dialog box, open the User Keys tab and select
 "Add key used for authenticating to host to key agent." To configure 
this in the config file, set AddAuthKeyToAgent=yes.
	
		You can now configure the client to attempt 
public key authentication using all available keys, regardless of 
whether the Use checkbox is selected on the User Keys tab. To configure 
this in the Secure Shell settings dialog box, open the User Keys tab and
 select "Use all keys for authenticating to the host." To configure this
 in the config file, set AuthUseAllKeys=yes.


[bookmark: Resolved_Secure_Shell_Issues_14.1_SP1]Resolved Secure Shell Issues 14.1 SP1
		The registry key UseSshConfigSchemes now works 
correctly with the ssh2, scp2, and sftp2 command line utilities running 
on Windows 2008 R2. 
	
		Executing a sftp -l file-name command now returns an error as expected if the filename includes a hyphen (-) and the specified file doesn’t exist.
	
		The scp command now executes as expected when the command includes two filenames that include an absolute path.
	
		The scp command now correctly handles transfers in which more than four files are specified on a single scp command line.
	
		You can now run an sftp batch file using the Task Scheduler on Windows Server 2008 and Windows Server 2003.
	
		The sftp get command now handles wildcard characters correctly when logged into a chrooted environment.
	
		When an scp copy to the server is interrupted by a
 server reboot, the error returned is now 7. Previously the client 
received a message saying, "an existing connection was forcibly closed 
by the remote host, Connection closed to xxxx error: Send message 
failed." however, the return code was zero.
	
		Smart card authentication no longer fails after about 30-50 repeated connections.
	
		Entries in the ssh config file are now consistently case-sensitive.
	
		When Reflection is configured for PKCS #11, it 
now automatically detects ActivIdentity client DLLs that are installed 
to the default Program Files folder as well as older DLLs that are 
installed in Windows\System32.
	
		Connections to servers using the SSH1 protocol now work as expected.
	
		From the Reflection Customization Manager, you 
can now select the Reflection Key Agent in the list of available 
features to install; and the Key Agent is now available in the list of 
Shortcuts to edit.


  
Additional Information
 Legacy KB ID
This document was originally published as Attachmate Technical Note 2553.
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